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Scope 

This online safety policy outlines the commitment of Stanwell School to safeguard members 

of our school online community in accordance with the principles of open government and 

with the law. 

This policy applies to all members of the school community (including staff, learners, 

volunteers, parents and carers, visitors, community users) who have access to and 

are users of the schools digital technology on or off the school site (where allowed), 

or otherwise use Technology in a way which affects the welfare of other students or 

any member of the school community or where the culture or reputation of the School 

is put at risk. 

Stanwell School will deal with such incidents within this policy and associated behaviour and 

anti-bullying policies and will, where known, inform parents/carers of incidents of 

inappropriate online safety behaviour that take place in or out of school. 

 

Statement of Intent 

Stanwell School is committed to promoting and safeguarding the welfare of all students and 

staff and an affective online safety strategy is paramount to this. 

Stanwell schools online safety strategy is: 

1. To protect the entire school community from illegal, harmful and inappropriate 

content or contact. 

2. To establish effective mechanisms to identify, intervene and escalate where 

appropriate. 

3. To educate the entire school community about their access to and the use of 

technology. 

4. In considering the scope of the schools online safety strategy, the school will take a 

wide and purposive approach to considering what falls within the meaning of 

technology, networks and devices used for viewing or exchanging information 

including communications technology (collectively referred to in this policy as 

technology). 

 

 

Roles and responsibilities  

In order to ensure the online safeguarding of members of our school community it is 

important that all members of that community work together to develop safe and responsible 

online behaviours, learning from each other and from good practice elsewhere, reporting 

inappropriate online behaviours, concerns and misuse as soon as these become apparent. 

While this is a team effort, the following sections outline the online safety roles and 

responsibilities of individuals and groups within the school. 

The Governing body 

1. The Governing body has overall responsibility for safeguarding arrangements within 

the school, including the schools approach to online safety and the use of technology 

within the school. 



2. The governing body is required to ensure that all those with leadership and 

management responsibilities at the school actively promote the well-being of 

students. The adoption of this policy is part of the governing body’s response to this 

duty. 

3. The Governing body will undertake an annual review of the Schools safeguarding 

procedures and their implementation. 

 

The Headteach/Senior Leaders are responsible for: 

The Headteacher/Senior Leaders have a duty of care for ensuring the safety (including 

online safety) of members of the school community and fostering a culture of safeguarding, 

though the day-to-day responsibility for online safety may be delegated to the online safety 

lead.  

1. Ensuring that the online Safety Lead, technical staff, and any other relevant staff 

carry out their responsibilities effectively and receive suitable training to enable them 

to carry out their roles and train other colleagues, as relevant. The Headteacher/SLT 

will lead responsibility for safeguarding and child protection. 

2. The responsibility of the Headteacher/SLT includes managing safeguarding incidents 

involving the use of Technology in the same way as other safeguarding matters, in 

accordance with the Schools Safeguarding & Child Protection policy. 

3. Then Headteacher/SLT will work with the Business Manager and IT Manager in 

monitoring Technology users and practices across the school and assessing whether 

any improvements can be made to ensure the online safety and well-being of 

students. 

4. The Headteacher/SLT will ensure that there is a system in place to allow for 

monitoring and support of those in school who carry out the internal safety monitoring 

role. 

5. Ensure that all staff are aware of the procedures that need to be followed in the event 

of an online safety incident taking place and the need to immediately report those 

incidences. 

6. To liaise with curriculum leaders to ensure that the online safety curriculum is 

planned and embedded, and promote an awareness of the commitment to online 

safety education across the school and beyond. 

 

IT Manager  

The IT Manger, together with his team, is responsible for the effective operation of the schools 

filtering system, email system, and Network so that students and staff are unable to access 

any material that poses a safeguarding risk, including terrorist and extremist material, while 

using the schools network. 

Manage the schools systems, network and devices, according to a strict password policy, with 

systems in place for detection of misuse and malicious attack, with adequate protections, 

encryption and backup for data, including disaster recovery plans. 

Monitor the use of school technology, online platforms and social media presence and that 

any misuse/attempted misuse is identified and reported in line with school policy. 

 

 



The IT Manager is responsible for ensuring: 

1. The schools Technology infrastructure is secure and, so far as possible, is not open to 

misuse or malicious attack; 

2. Keep up-to-date with online safety technical information in order to effectively carry out 

his online safety role and to inform and update others as relevant. 

3. Monitor the use of all technical and communications systems regularly in order that 

any misuse/attempted misuse can be reported to the Business Manager for 

investigation and action. 

4. User may only use the Schools Technology if they are properly authenticated and 

authorised, and only access the networks and devices through a properly enforced 

password protection policy. 

5. The school has an effective filtering policy in place and that it is applied and updated 

on a regular basis. 

6. The risk of students and staff circumventing the safeguards put in place by the school 

are minimised. 

7. The use of the schools Technology is regularly monitored to ensure compliance with 

this policy and that any misuse can be identified and reported to the Business Manager 

for investigation.  

8. Monitoring software and systems are kept up to date to allow the ICT Support team to 

monitor the use of email, internet, and the phone system over the schools network and 

maintain logs of such usage. 

9. The IT Manager will provide details on request outlining the current technical provisions 

and safeguards in place to filter and monitor inappropriate content and to alert the 

Business Manager to safeguarding issues. 

10. The IT Manger will report regularly to the Business Manager on the operation of the 

schools Technology. If the IT Manger has concerns about the functionality, 

effectiveness, suitability or use of Technology within the school, he will escalate those 

concerns promptly to the Business Manager. 

11. The IT Manger is responsible for maintaining the Technology Incident log and bringing 

any matters of safeguarding concerns to the attention of the Business manager in 

accordance with the schools child protection & safeguarding policy and procedures. 

 

All Staff 

School staff have a responsibility to act as a good role model in their use of Technology and 

to share their knowledge of the schools policies and of safe practice with students. 

The safe use of Technology is integral to the Schools ICT curriculum. Students are educated 

in an age appropriate manner about the importance of safe and responsible use of technology, 

including the internet, social media and mobile devices. 

The safe use of technology is also a focus in all areas of the curriculum and the key safety 

messages are reinforced as part of assemblies and tutorials/pastoral activities. 

Staff must be aware of their responsibilities to the school when using social networking sites. 

Staff conduct and confidentiality must be adhered to at all times, even outside of working 

hours. 

It is vitally important that staff are careful about content that they search out or download. 

Staff need to ensure that films or other material shown to pupils are age-appropriate. 



Staff responsibilities: 

1. Report any concerns about a pupil’s welfare and safety in accordance with this policy 

and the Schools Safeguarding & Child Protection Policy. 

2. Have an awareness of current online safety matters/trends and of the current school 

online Safety Policy and Practices. 

3. Understand that online safety is a core part of safeguarding. 

4. Read, understand and sign the staff acceptable use agreement. 

5. Immediately report any suspected misuse or problem to the IT Manager for 

investigation/action. 

6. Make sure all digital communications with learners and parents/carers should be on a 

professional level and carried out using official school systems. 

7. Ensure online safety issues are embedded in all aspects of the curriculum and other 

activities. 

8. Ensure learners understand and follow the Online Safety Policy and acceptable use 

agreements, have a good understanding of research skills and the need to avoid 

plagiarism and uphold copyright regulations. 

9. Supervise and monitor the use of digital technologies, mobile devices, cameras, etc., 

in lessons and other school activities (where allowed) and implement current polices 

with regard to these devices.  

10. In lessons where internet use is pre-planned, learners should be guided to sites pre-

checked as suitable for their use. 

11. Where lessons take place using live-streaming or video-conferencing, staff must have 

full regards to national safeguarding and local safeguarding policies. 

12. Staff should have a zero-tolerance approach to incidents of online-bullying, sexual 

harassment, discrimination, hatred etc. 

13. Staff should at all times model safe, responsible and professional online behaviours in 

their own use of technology, including out of school in their use of social media. 

 

Pupils 

Stanwell School requires all pupils to behave in accordance with schools regulations and rules.  Where it appears 

that a student may have breached the rules, the behaviour will be investigated and where a breach of the rules has 

occurred penalties or sanctions may be imposed. 

Pupils Responsibilities: 

1. Pupils are responsible for using the schools digital technology system in accordance 

with the acceptable use agreement (this includes personal devises on-site where 

allowed) 

2. Pupils must report abuse, misuse or access to inappropriate materials immediately.  

3. Pupils must at all times avoid plagiarism and uphold copyright regulations. 

4. Pupils must make themselves aware of the risks associated with using the technology 

and how to protect themselves and their peers from potential risks. 

5. Pupils should be critically aware of any content they access online and be guided to 

validate the accuracy of information. 

6. Pupils must report suspicious, bullying, radicalisation and extremist behaviour. 

7. Pupils must not play with or remove any cables etc that are attached to a school 

computer. 

8. Pupils must not post anything on to social networking sites that would offend any other 

member of staff, pupil or parent of the school. 



9. Pupils must not post anything on any online site that can be constructed to have an 

adverse impact on the school’s reputation. 

10. Pupils must not post photos or video related to the school on any internet sites 

including pupils, staff, patents or the school branding (uniform). 

11. Pupils should never reveal their full name, any address or contact details, any school 

or network user name or password online, even if communicating with known 

acquaintance. 

12. The use of chat rooms and social networking sites are not permitted in school. 

13. All the above rules apply when using personal mobile phones when permitted. 
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